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Active Shooter Incident
Employee Response Checklist
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mmediate Considerations

Campus Alert

Develop a Survival Mindset.
Quickly identify what is happening.
Identify where it is happening.

Can [ safely get out?

Shouid I shelter in place and hide?
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Move quickly to an exit without exposing yourself
to danger.

Leave your personal belongings behind.

Alert others to danger.

DO NOT activate the fire alarm. This may place
others in danger as they evacuate.

Shelter in Place gud Hide:

v Stay out of sight and use available cover (concrete
walls, thick desks, filing cabinets, etc.) to protect
yourself from potential bullets.

v Lock and barricade doors.

¥ Keep remaining occupants calm, quiet and out of
sight.

¥ Turn off all lights.

v Close blinds.

¥ Block windows.

v
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Tum off radios and computer monitors.
Silence cell phones,

Spread Out:

¥ Do not huddle together in groups.
¥ Remain calm and quietly develop a plan in the event
the attacker enters your room or area.

h ntact:

v Dial 9-1-1.
v Call Dispatch Center (908-737-4800)

Last Resort Actions if the Shooter Entera:
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The shooter will continue to shoot and attempt to kill
until he/she is stopped.

Be prepared to do whatever it takes to survive.

Be as aggressive as you can, yell, throw things, use
improvised weapons to distract and overcome the
attacker.
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Your exact location (building name, floor, office/room
number).

Number of people at your specific location.

Injuries (number of people and types).

Attacker(s) location, number of suspects, race/gender,
clothing description, physical features, type of weapons
(long gun or handgun), backpack, shooters identity if
known, sound of where gunfire was heard, etc.

Police Response:

v
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Officers may move past you, as their objective is to
immediately engage attacker(s).

Officers may wear regular uniforms or tactical uniforms
with external bulletproof vests, Kevlar helmets and be
armed with rifles.

Officers will evacuate victims only after the threat has
been eliminated.

Weapons may be pointed at you.

You may be searched and handcuffed.

Do not make sudden movements or run towards the
officers.

Raise your arms and show your EMPTY hands.

Remain in & secure area until escorted out by an officer.

*For additional intormation on responding to an Active
Shooter incident log on 10
hitp://www dhs.gos ‘slibrany assetsiactive_shooter_booklet.p
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ACTIVE SHOOTER
HOW TO RESPOND
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PROFILE OF AN ACTIVE SHOOTER

An Active Shouter s an individual actively engaged in killing or attempting 10 kill people in
a confined and pepulated arca; inmaost cases, active shooiers use fircarms(s) and there is no

paticrn or method to their selection of victims.

Active shooter situations are unpredictable and evolve quickly. Typically, the immediate

deployiment of law enfercement is required to stop the shooting and mitigate harm to victims

Because active shooter situations are olten over within 10 10 15 minutes. belore Jaw
enforcement anrives on the scence, individuals st be prepared both mentally and physically

Lo deal with an active shooter situuation.

Good practices for coping with an
active shooter situation

Be aware of your environment and any
possible dangers

Take note of the two nearest exits in any
facility you visit

If you are in an office, stay there and
secure the door

If you are in a hallway, get into a room
and secure the door

As a last resort, attempt to take the active
shooter down. When the shooter is at
close range and you cannot flee, your
chance of survival is much greater if you
try to incapacitate him/her.

CALL911
WHEN IT IS SAFE TO DO SO!




I the active shooter is nearby:

* Lock the door

+ Silence your cell phone and/or pager

+ Turn off any scurce ol neise (1.c., radios. televisions)
* Hide behmd large items (e, cabinets, desks)

= Remaim quict

H evacuation and nding out are nol possibie
+ Remain calm
+ Dial 911l pessible. 1o alert police to the active shooter’s location

= Ifyeu cannot speak. Teave the line open and allow the dispatcher o listen

Take action against the active shooter

Asalast resort, and only when your life s in imminent danger, attempt o

disrupt andfor incapacitate the active shooter by:

= Acting as aggressively as possible agamst himeher
Thrawing ilems and improvising weapons
Yelling

Commitling to your actions




TRAINING YOUR STAFE FOR AN ACTIVE SHOOTER SITUATION

To hest prepare your stafl Tor an active shooter situation, creaie an Emergency Action Plan
(EATP). and conduct training exereises. Together the AR and traming excreises will prepare

your stalf to cfiectively respond and help nininiize less of Tife.

Components of an Emergency Action Plan (EAI)

Create the EAP with input (rom several stakeholders including your human resourees
department, your traming department (4 one exasts). lacilhiny owners [ operators, your
property manager, and local law enioreement andfor emergency responders. An effective

LA includes:

A prelerred mcthod Tor reporting fires and other emergencies
An evacuation policy and procedure
Emergency escape procedures and route assignments (e Noor plans, sali arcas)

Contact informaton for, and responsibilitics of indrviduals 1o be contacted under the
EAP

Informution cencerning local arca hospitals (1.c . name. (clephone number, and

distance lrom your location)

An cmergency notification system to alert various partics of an emergeney including;
- Individuals at remote locations within premises
- Local law enforcement

Local arca haspilals

Components ol Traming Exercises

The most ellective way to train your stafl to respond o an active shooler situation is (o
conduct mock active shooter tramimg excrerses. Locat law enlorcement s an excellent

resouree i designing lraining exercises.

Recognizimg the sound of gunshots

Reacting quickly when gunshots are heard and/or when a shaotng s winessed:
Lvacuating the arca
Hiding out
Acting against the shooter as a last resort

Calling 911

Reacting when law enloreement arrves

Addepting the survival mind set during times ol erisis




PREPARING FOR AND MANAGING AN ACTIVE SHOOTER SITUATION

Your human resources department and facility managers should engage in planning (or
emergeney situations, including an active shooter scenario. Planning for cinerzeney situations
will help to mitigate the Tikelihood ol an incident by establishing the mechanisms deseribed

below

Human Resources™ Responsibilities

Conduct eltective employee screening and background checks
Create a system Tor reporting signs ol potentially violent behavior

Make counscling services avarlable o employees

[Pevelop an EAP which includes policies and procedures lor dealing with an active

shoater situation, as well as afier actuion planning

FFacility Manager Responsibilities

Institute access controls (e, kevs, seeurity system pass codes)
Instribute eritical items o appropriate managers £ employees. including
- Floor plans
- Keys
- Facihiy personnel lists and 1elephone numbers

Coordimate with the facility’s security department o ensure the physical scecurnty of the

location
Assemble crnsis Kits containing:
radios
floor plans
staltroster, and stall emergency contact numbers
first ard kits
fashlights
Place removable loor plans near entrances and exits lor conergency responders

Activate the emergency notification system when an emergency sitnation oeeurs




RECOGNIZING POTENTIAL WORKPLACE VIOLENCE

Anactive shooter in your waorkplace may be a current or former employee, or an
acquamtance af'a current or lformer employee. Intuitive managers and coworkers may
notice characteristies of potentially violent behavior in an employee. Alert vour Human
Resources Department il you belicve an employee or cowarker exhibits potentially violent

lrehavios

Indicators of Powential Violence by an Employee

Fmployees typically do not just “snap.” but display indicalors ol potentially violent
behavior over tme. [t these behaviors are recognized. they can olten be managed and
treated. Potentially violent behaviors by an employee may include one or more of (he
Tollowing (this hst ol behaviors 1s not comprehensive. nor is 1t intended as o mechanism

for dingnasing vialent tendencics):

Increased wse of aleohol andfar llegzal drugs

Unexplained increase m absenteeism: vague physical complaints
Noticeable decrease in attention o appearance and hyeicne
Depression £ withdrawal

Resistance and overreaction to changes in pelicy and procedures
Repeated violations of company policies

Increased severe moad swings

Noticeably unstable, cmotional responses

Explosive outbursts of anger or rage without provocation
Swiendals comments about “putting things m arder”

Behavior which is suspeet of paranona. (“evervbody is against me™)
Increasingly talks of problems at home

Escalation of domestic problems inte the workplace: talk el severe fimaneial

problems
Talk ol previous incidents of violence
Lmpathy with individuals committing violenee

Increase inunsolicited commients about fircarms. other dangerous weapons and

violent crimes
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